4_ia3^j! A <u«"hiI qa (j'qViu 



https ://shamikfal info/vb/showthread.php?t= 131 709 





tiA £Jb Ajflb Jlaiu.j .. fjtfll &j\ <>ij jCtutfl AijJ c£^l ill Ujj 2444 4/-" 


1 ', 1 


| 2>^1 j-Afd laj) jll | 2>5M ^jM | >*^l >iU4l! Jajljil | jJiU^! LjIjJI | 2 o«M ^L^ | >^ o«M ^L^ | ts-»M -M^' 




^jIIaIj 



23 6- 23 J] Igsusll e^j.&^jJ.*. 













cUa3jJI ^jo«aJI tjjo Va 9iu^JI :££*^£joJI 


ajISjSI djIjUk 


c-^jJajAjl I-1A .->jjVi 


p-jjJaj^H ^-i ( ** 1*\ j 


x^jJaijAJl ojl-^j 


pjjJaj^H dllj-il 






#1 










16-10-2011 



7,553 



illjLLol! 



♦? «* 41 ♦? 



A-LaSjJt 4 rt<njlt £>* (j^m 






*♦ f 



RSA **• jjt j* (> ^hLL* ljp SjUp oj£j SjUib ^A J 



2048 JA? 



^1 



1^-ahVlni) J 



<AuaJj dJl& £)* (JSajJJ jl^aUjj UjJlS J^jj 



^jj^Hll ^Lull) t-iSlj-a 



<\jJ*SjJl OJXfOuJl ^|J0 yJA^jJI 



lof41 



22/6/2013 09:17 f 



4_ia3^j| A <u.nul qa (j'qViu 



https ://shamikfal info/vb/showthread.php?t= 131 709 



gnupg j*Vt j gpg4win ^^i 

asc 

akalwe.exe 

akalwe.exe.asc 

gpg4win 



http : //www. gpg4w±n . org 



JirtViM A^Lufl 



:Jj* 



http : / /www. gpg4win . org /download. . html 



jAUa Jajjj 



:Jj* 



http : //ftp . gpg4win . org/gpg4win-2 .1.0. exe 



ft.ikiu.Vt £j& 



r i 

Installer Language X 


Please chwse ^ language far the setup, 
Wrft Bitte die 5p: ach* d&& 
1 Ira tjiaitigrK-Vte gangs vtgebea 


Arabic v 
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1. (IK J 1 C«ri 


^ 1 
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Gpg4win ^i 



Gpg4win 



tfij tf>^ 
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.RFC2H0 j* lA^ei loScjj^oJk Opef^OP 
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— ~tun 



Gpg4win ^e-°^|- I 



JLjuli>j ji| I5 (GPL) ■i&brJ t u^ajJI §l> 4-£k>>r «Lo>>a a^JUjJl iitA 



^Jl^li jtfW<W>l jAjwfcj <Ui* £ti£A bu>J 



GMJ GENERAL PUBLIC LICENSE 1 

ver^on £, June |*9i 

XopyrqhMC] 19S9, 1991 Fr« Sdftwwe Foundaftofij Inc 
Fr«Mn Sttwt.Ffth Floor, Bo^Oft, MA 02)10 1301 USAol 
Everyone is p€f mated to copy arc) distribute verbatim copies 
poI this bcsnsfr d«uifttf*, bot changing it is not flowed 

Preamble 
The fcerees for most software are designed to take away your 
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Gpg4win 
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■ ip_^ 



3 B-IHI 



Blueberry Software a 

OoudBcrryL^b 

DAEMON Took Lite 

DzSoftW Editor 

EasyPHFS.S.e.D 

Foxlt Reader 

Image5ha_kUplaeder 

internet Download Manager 

Ka^peTsky Internet Seeurfcy £01 1 

Master Voyager 

Microsoft Office 

Mc ra oft VltualEarth E-r cteeye frowhloedpr i 
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Gpg4win 



.^]g4¥W1 i-^-ai^ riiJ jll^JVI *t^>ll 



ecit-delete.png i^l^-ii-^j 



^U^LiJl ^Lp-bJ 
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Gpg4win \tjrfiV* - 
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flillllllllllllllllllllllllllililf iff fill | 
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(Mm 
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|C_MESSAGES 

H.IYKJ-.- 100% 

CJ*5SAGES 

l,mo«» 100% 
C_MESSAGES 
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^MESSAGES 






upg^win vj rt " * 


fl> 


o you want to make Dawt Ma) you deteuh ^ 
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r ir V 
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Gpg4win 



Define trust able root cei lifted es 
5/MIfE conf (juration 



.Gw4¥«i needs a 1st of root certficdtes which you trust 



Therewith you can use 5/ttlME, the configuration is stringently required, 5kp this 

xonftjurarJon only if you dorft warft to use SjWtrC 

Root- cer tftcate defined or stop configuration £] 



ibtij 
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Gpg4wiri v^ 



Gpg4win dicl iij» s.L§i] 

README iaIa sJU> 



£3>^UAJI <Ut^ rt>J Lfr >Jtjl 



| Jh w j[ ^^Jl> | 




^UjJi gjL fjki 



Uninstall Q 
GPA /f 



^ Documentation f\) 

a 



pun the Kleopatra key management tool 



" 



Loading certificate cache. 



eopatra 




Window Help 



Perform Self-Test 



Toolbars ► 

</ Show Statusbar 



J^j\ Configure Shortcuts... 
/■ Configure Toolbars... 
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Configure - KlBopalm 



H 



|lM*i:liny SupvJch 



.\|i|ii.-.H.||Ki.' 

e 

Ciyplo Opeulion? 



S MIME Valitfatitfii 

e 

GfiuPG System 



OiifiLjuutfrh if dhtctory ttivftt* 



« 



Directory sorwces: 



Sbhiirnl Server Name- Server Part 

hkp key 5 grvupu r-el Hrfl 



Base ON X.509 






OpenPSP 




* 



Mew - 

Oi-lotr 



i-- ■ Dctaulls 



Q Rh-nw user and password inrflimalion 

LDAP timeout (minutes; seconds) j^i;^ 

MaKimun rurrter n'dEffi-s returned by query, I TO t 



* 









ResEl 


Cancel 


*" -tyf >* 


ft I lelp 



1 View Certificates 


Tools 


Settings Windov 


fa|l New Certificate... 




Ctrl+N 




■ Lookup Certificated .-in- 


Server 


Ctrl+S 


3hift+l 1 


— h >!B* 






Sjl Import Certificates.\J__J 




Ctrl+I 



rag Export Certificates... 

QTg Export Secret Keys... 

fj^l Export Certificates to Server.. 



Ctrl+E 



Ctrl+Shift+E 



Decrypt Aerify Files... 
Sign/Encrypt Files... 



Create Checksum Files. 
Verify Checksum Files... 



Q Close 



Ctrl+W 



Quit 



Ctrl+Q 



offline ^ ***>« j online ^jSn 4i>>Ji 



<^uptU Ot&>ll J 






:->j* 



https : //www, torproject . org/docs/ signing-keys . html . en 



t Ui* CJbujjUil ^4 A^ja-sa J£l 4J1 diukj 



«. • . 5 



tor browser Jj^^ii jjti\ jlu ±kiii j 
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^2j-a]1 £)A 4_^HLa ^xujj J 



:4j* 



0x63FEE659 



?laUjJ) <j£ AjLubj j rULaJl )iA IkL ajSj 



a Certificate server Certificate Lookup 



Find 0xG3FEE659| 



Name 



E-Mail 



Valid From Valid Until 



0J fselB^ir| 



Valid Urn il j Deselect All 



-ULJt U ^ 



Details 



Import 



Close 



n Certificate Impart Result -Kleopatra | ? |fX 



e 



Detailed results of importing GpenPGP 
Certificate Server 

Total number processed 1 
Imported: 1 







K 



a Kleopatra 



File View Certificates Tools Settings Window Help 



Import Certificaftes Export Certificates Redisplay Stop Operation Lookup Certificates on Server 



Find: 



My Certificates My Certificates 



Other Certificates 



Imported Certificates 



Name 



Erinn Clar 



E-Mail 



Valid From Valid Until 



Details 



Key-ID 
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9 k 1 1 • -i r f i .m 1 r i i 



File View Certificates Tools Settings Window Hefp 




My Certificates | My Certificates Other Certificates Imported Certificates 
mm% E-Mail Valid From Valid Until Details Key-ID 



Erinn Clark erini 






^003- 10-16 



OoenPGP 



63FEE&59 






This certificate is currently valid 
User-ID: 
a.k.a.: 
a.k.a.: 



Erinn Clark <erinn@torproject.org> 
Erinn Clark <erinn@debian.org> 



Erinn Clark <erinn@do uble-helix.or g> 
Validity: from 2003-1 0-1 E 10:20 



2,048-bit RSA 



until forever 



Certificate type: 

Certificate usage: Signing EMails and Files, Encrypting EMails and Files, Certifying other Certificates 
Key-ID: 



Fingerprint: 

Own e rtrust: u n k n own 

Stored: on this computer 



a Certificate Details 



63FEE659 
8738AE80B84B3031AE30F2DB416F061063FEE65S 



Overview User-IDs and ^srtificatiors Techni?nnetaits | Chain Dump 



$ 



Subkeys 


.in Tynfl ValiflFrnm Valid Until firaTJis FitmiiQTIi 




416F061063FEE659 RSA 2CO3-10-1E good ^ <a 
C41EE9C7ED399FD7 RSA 2003-10-16 good *♦** 







Close Held 



finger point j c^M 3^!>Ua j 
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i^lj il^4 ^ Aja^j j ( J\a\\ ^-Saj^ ajAj J 



tor-bro wser-2. 2. 33-3_en-U S . ew. . . 

ASCJdU 

1 w.d 



I f 5 5 









tor-browser-2. 2. 33-3_en-U S . ewe 

7zSFX 

Igor Pavlov 



□z 



^ **t ^j-*4j /J ^ * ' -*^1 j U01a2| 



^ui) jxii j biut j) <u^ 



Run Sandbowed 
Prowifieri 



7zSF> 
Iqor Pavlo 1 - 




f^J^J 



Scan for Viruses J 
Move to Quarantine 2 



"tor-browser-2.2.33-3_en-US.rar" ^JJ ^LJJ j 

. . . JyjfJi-H J^Jl] J ^dLd j 

oyjJL JLrijJ j "tor-browser-2.2.33-3_en-US.rar" tjJJ LJLJ j 

...CLLUJI ^IjiiLdj j 



#* 

J^*^ 



fe" 



^JLJUJI Oj^IjI 

LJlOUjJjJI tf&f] 



\ I™ k, -....-..-., Tl^OO ^IIC . II 4.1 .1 • 



?GpgEx? J^Sj&U*? 



a Dprrypt/VRrify Files 



Choose apeuilioiis fo he perfoimad 

Here you can check and. if needed, override the operations Kleupstra delected for the input given 



Inpul file - ruments and Sellings/ 



/My Docijments/DDiwnbads/PrDgrams/4^ *WtDr-brrjw5er-2 2 



Input file is a detached signature 
Signed dst a :/Ducunients and Settings/ /My Documents/Downloads/Programs/v^ iLWIor-bnows 

Input file is afi archive; unpack with. [TAR (PQRS-CumpaUble) 



Create all output Ales in a single folder 



Outpul folder: Ci/Doturnents ar-d Settings/in an awe/My Document s/DcwnJo ads/Pro grams A 



. j£jHf 



i=i 



Back 




DecJh^VgrifyJ 



Cancel 



10 of 41 



22/6/2013 09:17 f 



4_1a3^]| A <U«"Hll QA (j'qViu 



https ://shamikfal info/vb/showthread.php?t= 131 709 



a Denrypt/Verify Files 



Results 



Operation 1: Verifying signature: tor-brovreer-2.233-3_en-US.exe. as c.. 



Keep open after operation completed 






Back V OK Cancel 



a Decrypt/Verily Files 



Results 



AJil operations completed. 



100% 



tor- browse r-2. 2,33-3 en-US. exfi.asc: Not enaugli iiifonn-vian re check sitjnaiure _, _ . .. 

va iy. ShwSMafc 



^Ub^^ld ^UX4 i^AL^u! 



Keep open after operalion complied 



Back *OK 



Cancel 



s e- 



^uiu ^jH ^ia!\ £uj a^^a\ o\ o* ^^ j 
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a Denrypt/Verify Files 



Results 



All operations completed 



»!■!■ iiiiiiiiiimiimiiiiii MUMmiil 



100% 



tor- browse r-2.2.33-3_eiv US exe.-asc: Not enough hifoiiii.irion m check sly nam re 



vdliilily. 



5h&y £ataiEs 



Keep open after operation completed 



Back 



*CK 



Cancel 



a De crypt/Verily Files 



Results 



AJil operations completed. 



100% 



tor- browse r-2. 2.33-3 en-US.exe.asc: Not enough inform .in an to check sKjiMtuie ... . _ u 

.. »., - Hide Details 

v.ihriiiy. 



Signed on 2011-10-12 07:00 b) erirnigtarproject prg 



The validity of the aignalure cannot dp venue o 



(Kbv ID. |Q«63F£E6Sa . 



online 



Keep open after operalion completed 



Back *OK 



Cancel 
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a Denrypt/Verify Files 



R-t-sulTs 



All operations completed 



100% 



t on browser-2 .2. 33-3_e n-US . e xe. asc: 




Keep open after operation completed 



^OK 



Back *fOK wtesl 



4-a^nll Jj^Ua^ jjP uaI^I 



ipjloSl §jd ^ ^ 03L^>| q£jLuuuoJI JjJlsj 



#2 



16-10-2011 



7,553 



illjLLol! 



gnupg 



^jlaSJl <>ibp LI 

(jJ^I ^Ujlll <-^lj-« 



h t tp : //www . pgpi . org/ 



JjoVllI ^<<rl 



:-*j* 



ftp : //ftp . pgpi . org/pub/pgp/gnupg 



jJdljL4 -lajlj 



:4js 



ftp : //ftp. pgpi . org/pub/pgp/gnupg/gnupg-w32cli-l .2.2. zip 
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us^ftisatijii 




Jd^uuJI 



yj,j*.n'ill ^JJ DAgpg\grt.ip9-w32 reg jj * J#*j*J -Ljj*-J *#L*J i^UL Ju>i J4 ; 



-v 



C3 



M*V 



r 1 


. J;fc ji'ill 4f-i D.\gpg''.griLjpg'w32i*g jj 44pftg*l ^L,jit+JI JtiJj £^-** ^ 

L^PyJ 


4^ 




^JtfJ* £^ 



DzSoft PHP Editor j g^ff 

- : SnagiUO ■ 



4^ ^il^JI 



oL£ 




r 03 


i 


**ii» Windows 


£7 


S3T 




...^j*-) || ^.U« || .&- | 


"fl'T™ 



MO JdU 
112y.J 



gnupg.rman 

MANJdU 

1 w.d 



gpg.axe 



ov" C:\WINDOWS\system32\cmd.exe - cmd - cmd 



Microsoft LJindous XP [Uersion 5.1.2600] 
<C> Copyright 1985-2001 Microsoft Corp. 



■ 



gpgkevs_ldap.exe 



gpgv.exe 



hu.mo 
MO JtU 
109 v -^ 

it. mo 
MO JtU 
ifWuil 



^j-jjil) 4^fltrt J) < i\n\\ t ^ t ii j ^ j£i 
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Et C:\WINDOWS\system32\cmd.exe - cm d - cm d 



licrosoft Windows KF [Uersion 5. 1.2603 J 
|CC> Copyright 1985-2001 Microsoft Corp. 

D:\>D:\gpg\gpg.exe 



E 



JalSlL LiLJl jUu <^2L 






UJUI^i dJ& <LuUj L-Uli 



♦ ♦ ♦ ♦ 



:Jj* 



— fceyserver hkp://keys. gnupg.net — recv-keys 0x63FEE659 



C:\WINDOWS\system32\cmd.exe - cmd - cmd 




~ C:\WINDOWS\system32\cmd.exe - cmd - 



Microsoft Windows XP [Uersion 5.1.2600] 
<C> Copyright 1985-2001 Microsoft Corp. 

T\ Z \ *>Tl Z \mnrt\mnrt pvp If** n-c-f* t-* iif*** lilf vi Z S S If ** 1 1-«? irnnrtn n** 

gpg: key 63FEE659: removed multiple subkey binding 

gpg: key 63FEE659: "Erinn Clark <erinn(?torpro ject .org>" not changer. 

gpg: Total number processed: 1 

gpg: unchanged: 1 



3FEE659 



A 



tfjiA Sj* 
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<LJUj £)&1\ lib £^aj 



:Jj* 



— fingerprint 0x63FEE659 




C:\WINDOWS\system32\cmd.exe - cmd - cmd 



□ x 



Microsoft Windows KF [Uersion 5.1.2600] 
<C> Copyright 1985-2001 Microsoft Corp. 

D:\>D: \gpg\gpg.exe — keyseruer hkp: //keys .gnupg.net — recu-keys 0x63FEE659 

gpg: key 63FEE659: removed multiple subkey binding 

gpg: key 63FEE659: "Erinn Clark <erinnPtorpro ject .org>" not changed 

gpg: Total number processed: 1 

gpg: unchanged: 1 

D:\>D:\avia\avia_pvp — f inaRpnpinf: Phf63FFFGR9 
Ipub 2048R/63FEE659 2003-10-16 Erinn Clark <erinnPtorpro ject .org) 

Key fingerprint = 8738 A680 B84B 3031 A630 F2DB 416F 0610 63FE E659 
luid Erinn Clark <erinnPdebian .org> 

luid Erinn Clark <erinnPdouble-helix.org> 

Isub 2048R/EB399FD7 2003-10-16 



A 



online ^^ uiua*. ^i u 

» s - 



— verify 



16 of 41 



22/6/2013 09:17 ? 



4_1a3^]| A <U«"Hll QA (j'qViu 



https ://shamikfal info/vb/showthread.php?t= 131 709 



c=v C:\WINDOWS\system32\cmd.exe - cmd - cmd - cmd | 



Microsoft Windows XP [Uersion 5.1.2600] 
<C> Copyright 1985-2001 Microsoft Corp. 

D:\>D: \gpg\gpg.exe — keyseruer hkp: //keys .gnupg.net — recu-keys 0x63FEE659 

gpg: key 63FEE659: removed multiple subkey binding 

gpg: key 63FEE659: "Erinn Clark <erinnPtorpro ject .org>" not changed 

gpg: Total number processed: 1 

gpg: unchanged: 1 

D:\>D: \gpg\gpg.exe — fingerprint 0x63FEE659 

pub 2048R/63FEE659 2003-10-16 Erinn Clark <erinnPtorproject.org> 

Key fingerprint = 8738 0680 B84B 3031 A630 F2DB 416F 0610 63FE E659 
uid Erinn Clark <erinnPdebian .org> 

uid Erinn Clark <erinnPdouble-helix.org> 

sub 2048R/EB399FD7 2003-10-16 



:S>D: SgpgSgpg.exe — verify 



n x 



A 



A 6a/\\\\ Ufll* ( J^mj aJJSL 





£■•>■ C:\WINDOWS\system32\cmd.exe - cmd - cmd - cmd 


i 

gpg4win-2.L0.exe i 

Gpg4win: The GNU Privacy Gu... | 

g10 Code GmbH | 

ss 

7zSFX 

Igor Pavlov 

tor-browser-2.2.33-3 en-US. en... 
ri ASCJdU 


1 5 5 


Microsoft Windows XP [Uersion 5.1.2600] 
<C> Copyright 1985-2001 Microsoft Corp. 

D:S>D: \gpg\gpg.exe — keyseruer hkp: //keys .gnupg.net — recu-key 

gpg: key 63FEE659: removed multiple subkey binding 

gpg: key 63FEE659: "Erinn Clark <erinnPtorproject .org>" not ch 

Bfpg: Total number processed: 1 

gpg: unchanged: 1 

D:S>D: Sgpg\gpg.exe — fingerprint 0x63FEE659 

pub 2048R/63FEE659 2003-10-16 Erinn Clark <erinnPtorpro ject .o 
Key fingerprint = 8738 A680 B84B 3031 A630 F2DB 416F 061 
uid Erinn Clark <erinn@debian .org> 
uid Erinn Clark <erinnPdouble-helix 
sub 2048R/EB399FD7 2003-10-16 

D:S>D: Sgpg\gpg.exe — verify _ 






lJIaII ^^>iM^jflj 




\i 1 



c=v C:\WINDOWS\system32\cmd.exe - cmd - cmd - cmd 



Microsoft Windows XP [Uersion 5.1.2600] 
<C> Copyright 1985-2001 Microsoft Corp. 



BBC 



D:\>D: \gpg\gpg.exe — keyseruer hkp: //keys .gnupg.net — recu-keys 0x63FEE655 

gpg: key 63FEE659: removed multiple subkey binding 

gpg: key 63FEE659: "Erinn Clark <erinnPtorpro ject .org>" not changed 

gpg: Total number processed: 1 

gpg: unchanged: 1 

D:\>D: \gpg\gpg.exe — fingerprint 0x63FEE659 

pub 2048R/63FEE659 2003-10-16 Erinn Clark <erinnPtorproject.org> 

Key fingerprint = 8738 A680 B84B 3031 A630 F2DB 416F 0610 63FE E659 
uid Erinn Clark <erinnPdebian .org> 

uid Erinn Clark <erinnPdouble-helix.org> 

sub 2048R/EB399FD7 2003-10-16 



J : S>D : SgpgSgpg - exe — uer if y D : \gpg\tor-browser-2 . 2 . 33-3_en-US . exe . asc 



A 



online "*hJ*& 6* ^t-^W 3V1 Sjj**aJ1 ^^ kjlu pjti 
good signature <^ <^a jjt^j 
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4_ia3^j| A <u.nul qa (j'qViu 



https ://shamikfal info/vb/showthread.php?t= 131 709 





bad signature ^^ ^* ^> us j jjiki j^jj v ua 




JjUsj ±^jj V 4j1 Jjj ^ j 




AM 08:21 <^-Jl 2011-10-16 ; y;>» ^ U aj^l^ ^ j^Vl JMI 


(JjjLa3I gJD ^j 


Zj 4»Loj ^SjUjuoJI JjJLai 



#3 



16-10-2011 



7,553 



illjLLol! 



jUa*3lt 



^^UK j^ttt Aljjlaij J J* ^ Jji u 



4ia>*]l Aj^ji) 4-^qAj (JUIt Oj^ -2 






ciUi) AJJl* jfe j^j UJUjka ^ ^3151! g-aUjJI <# 






^jj^Hll ^u^II uaS|j-« 
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JjSM qjSxj 



<a**\ j ^ui^i diu Lis f jL ^ai 



4 <u^ji\t JbJ £#i 



4 L a Vi Jjj-4]j uiloit < # nNj <JJ^ ^ * J ^ 



AJUil Sjj^ilS 



+* *+ id ^* 



4j*afijll * fl.fV*i 




AM 08:22 **UI 2011-10-16 ; ls>^ o^ M <^L* ? j^Vl JM' 



^jjUa3I gio ^ ^ 031^1 ^SjImjuoJI JjAfi) 



#4 


16-10-2011 


7,553 :^l£jLLol! 


^jjSiiJl ^ut^l CJ^Ij^ 


tiLtlt A-oiajj uA^*uai S j^U AjLuilib 






Aojt^i Aljjlali ^Ijj f t±klu*t djll4b 




^iUjJLll i^A £-4 






:4j* 








ht tp ; //macgpg. sourceforge . net/ 




^jUjjili A^Jajj Ljl^uai S j^U A^uuib 










:^ 








https : //www. torproject . org/docs/debian . html . en#packages 




prms A-^i Lji^uai ijkyi ajluuIIj 






^ILSII >Al AIx^Ijj 






:4js 








rpm -K filename. rpm 
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4_L4^)j! A ** ajll ,j^i Jjaajil 



https://sharrdkhl .info/vb/showthread.php?t= 131 709 



j"<*jtt) 4^JaJ| ljU-^1 Sja^U <UuulL 

gpg preinstalled 



CJUjiuaSI £)•* JjJaI 



4JUI) 4Uiyoll 2^) j 







yj* 






https;//aww 


. torproject . org/docs/verifying-sl 


gnatures . 


html . en 




:4js 


https;//aww 


. torproject . org/docs/ slgnlng-keys 


. html . 


en 












:4j* 


http ; //http-keys . gnupg. net/ 


:4js 


http: //www. 


gnupg. org/********ation/ 
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